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CHAPTER
ONE

ADFS AUTHENTICATION APPLICATION

The ADFS Authentication application enables you to log into LogPoint using Microsoft’s
Active Directory Federation Services (ADFS). ADFS provides you with single sign-on
access to systems and applications located across trusted organizational units.




CHAPTER
TWO

INSTALLING THE APPLICATION

2.1 Prerequisite

LogPoint v6.7.0 or later

2.2 Installing the ADFS Application in LogPoint

1. Go to Settings >> System >> Applications.

2. Click Import.

3. Browse for the location of the downloaded ADFS_5.0.0.pak file.
4. Click Upload.

2.3 Verifying the Installation

1. Go to the LogPoint login page.

2. Click the Other Authentication Options link. You can find the AD FS
Authentication login option.
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LOGIN OPTIONS

LogPoint Authentication

LDAP Authentication

AD FS Authentication

Fig. 1: AD FS Authentication Login Option

2.3. Verifying the Installation



CHAPTER
THREE

CONFIGURING THE APPLICATION

3.1 Configuring the ADFS Authentication

1. Go to Settings >> System >> Plugins.

2. Find AD FS Authentication v5.0.0 and click Manage.

\Q LOGPOINT @ DASHBOARD Q SEARCH ) REPORT © INCIDENT & SETTINGS

Plugins

INSTALLED PLUGINS ADFS

&P ADFS Authentication 5.0.0 [ Authentication —>  Manage

Page 1 ofld  » o Displaying 1-250f 339 Pagesize: 25

USER ACCOUNTS CONFIGURATION KNOWLEDGE BASE SYSTEM PLUGINS

Fig. 1: Manage AD FS Authentication

AD FS AUTHENTICATION MANAGEMENT [ ]

© ADDSERVER £ DEFAULT SETTINGS

L] S.M. Server Name ADFS URL |ssuer Actions

Page (O of 0 C No data to display  Page size: 25 -
Fig. 2: Add ADFS Server

3. Click Add Server.
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AD FS SERVER INFORMATION (]

AD FS SERVER

Server Name

Server

AD FS URL

https://win-on8hpkn%8mu.adfs.|local

AD F5 Endpoint URL
https://192.168.4.235/pluggables/Authentication/ADFSAuthentication/login

ISSUER

logpoint-sso

AD FS CERTIFICATE

—---BEGIN CERTIFICATE-----

MIICBDCCAdigAw|BAgIQIAIPgwwTn&RLrEZOBe3srp TANBgkghkiGFwiBAQsFADAD
MTIwMAYDWVQQDEyIBREZTIFNpZ25pbmeglLSBXSU4tTO44SFBLT k4 TVUUYWRmMcySs
b2MNhbDAeFWixODAZMDowMNzE3IMjhaFwlxOTAZMDowNzE3MjhaMDOxMjAwBgNVBAMT
KUFERIMgUZInbmluZyAtIFdJTi1 PTihIUEtOOThNVS5hZGZzLmxvY2FsMIIBIjAN
BgkghkiG9wOBAQEFAAOCAQBAMIIBCgKCAQEAZBSUOXvWB2QQCZ4|bvZhF7agacOB
oiWDTBt0z1rIB42bncSkWewCNmOdwzKlsbUdzMDdZAewlL4D0prT/7sTRj32PCvB2
iFMcO+dfDiJ5r565vnwBtByWIVIHRIXQSpNXGzxdpmlLs?7m7pCal SVBFdtWNb4Zx
4Q%ip+2+BbSmVMZly3J2mWINO/LKEt+xh ALY DRamkSKig+nlxpyPKTuFLr
J+wnyaj5sCBZhLO+t9FBBPaVNQIlaPIm/YGTI4UVBUDBOHRPcPe 1dExvgrGb+W1dc
iddTHYv2kS5awJa3fEIQDRPaVPva7 OVEDENIEaQullY PZXhXwWN 1 WhvaYAwI DACQABR

Response Username Field

user

=N R

Fig. 3: AD FS Server Information Panel

4. Enter a unique Server Name for the ADFS server.

5. Enter the AD FS URL of the ADFS server.

Note: The application provides the AD FS Endpoint URL automatically, which you
must add while configuring LogPoint in the ADFS server.

6. Enter an Issuer. It is an identifier used in the Relying Party Trust of the ADFS server.

3.1. Configuring the ADFS Authentication 5
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7. Provide the AD FS Certificate. It is the signed certificate generated while setting
up the ADFS server.

8. Enter the Response Username Field. It is used to extract username from the ADFS
response.

9. Enter the Response Role Field. It is used to extract role from the ADFS response.

Note: The ADFS server predefines the Response Username Field and the Response
Role Field.

10. Click Save.

AD FS AUTHENTICATION MANAGEMENT

£¥ DEFAULT SETTINGS |&¥ ROLE MAPPING

S.N.  Server Name AD FS URL Issuer Actions
1 Server https://win-on8hpkn?8mu.adfs.local logpoint-sso
Page 1 of 1 C Displaying 1-10of 1 Page size: 25

Fig. 4: Add ADFS Server

Note: Once you configure the ADFS Authentication application, the panel removes
the Add Server option and includes the Roles Mapping option.

3.2 Configuring Default Settings

1. Click Default Settings.

2. Select a LogPoint user group as the Default Role. The application assigns the user
group to the ADFS users whose role attribute has not been returned by the ADFS
server.

3.2. Configuring Default Settings 6
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DEFAULT SETTINGS

DEFAULT SETTINGS

Default Role: User Account Administrator -

Save Cancel

Fig. 5: Default Settings Panel

3. Click Save.

3.3 Mapping Roles

You can map an ADFS role to a LogPoint user group to define access permission on
LogPoint.

Follow these steps to map an ADFS role to a LogPoint user group:

1. Click Roles Mapping.

AD FS AUTHENTICATION MANAGEMENT o

£ DEFAULT SETTINGS % ROLE MAPPING «——

S.N.  Server Name AD FS URL Issuer Actions
O] 1 Server https://win-on8hpkn98mu.adfs.local logpoint-sso Ty
Page 1 of 1 C' Displaying 1-10f1  page size: 25 v

Fig. 6: Adding Role Mapping

2. Enter an AD FS Role.

3. Select a LogPoint User Group to assign to the AD FS role mentioned above.

3.3. Mapping Roles 7
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ROLE MAP STRATEGIES (]

MAPPING INFORMATION

AD FS Role: Admin

LogPoint User Group: LogPoint Administrator v
— A

S.N.  ADFS Role LogPoint User Group Actions

Fig. 7: ADFS Role Mapping

4. Click Add. A table lists all the mapped ADFS roles and LogPoint user groups. You
can either edit or delete the added role mappings from the table.

ROLE MAP STRATEGIES °

MAPPING INFORMATION

AD FS Role:
LogPoint User Group: v
S.N. ADFS Role LogPoint User Group Actions
2 Admin LogPoint Administrator PRV )|
Fig. 8: ADFS Role Mapping Added
Note:

3.3. Mapping Roles 8
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* Mapping roles in the ADFS Authentication application is mandatory.

* The ADFS role to LogPoint user group mapping is one-to-one, which means you
can map an ADFS role to a single LogPoint user group only.

3.3. Mapping Roles 9



CHAPTER
FOUR

LOGIN WITH ADFS AUTHENTICATION

After configuring the ADFS Authentication, you can log into LogPoint using the ADFS
credentials.

Follow these steps to log in with the ADFS Authentication:

1. Go to the LogPoint login page.

2. Click the Other Authentication Options link.

10
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\: LOGPOINT

PLEASE LOGIN TO CONTINUE

Username
Password

Forgot password?

Other Authentication Options

Fig. 1: Other Authentication Options

3. Select AD FS Authentication.

1
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LOGIN OPTIONS ]

LogPoint Authentication AD FS Authentication

LDAP Authentication

Fig. 2: Login Options

4. Click Login.

\: LOGPOINT

AD FS Authentication

Other Authentication Options

Fig. 3: ADFS Authentication Login

12
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5. Enter your ADFS Username and Password.

Account ADFS

Sign in with your organizational account

administrator@&CCOUNT

s

Fig. 4: ADFS Server Login

6. Click Sign in to log into LogPoint.

Important:

* The time zones of the ADFS server and LogPoint must be identical.

e If you have configured the Duo Security in your ADFS server, you need to further
verify with the Duo’s two-factor authentication. For more details, refer to the Duo
Security Guide.

* Refer to the Appendix section to obtain information on installing and configuring
the Duo Security in the ADFS server.

1

Once you log in with the ADFS credentials, the system adds “adfs_" as a prefix to your
username. For example, if you log in as “bob"” with the AD FS Authentication option,
LogPoint updates your username as “adfs_bob.”

13
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@ DASHBOARD

\Q LOGPOINT

QUICK START L

a System Settings

Configure the following settings:

* LogPoint Name * |P Address
* DNS * SMTP

* NTP * SNMP
Settings

Devices and Device Groups

Configure the following for the devices:

* Collectors
* Device Groups

* Log Parsers
* Fetchers

Parsers » Device Groups * Devices

Q Search

Search after logs or tables in the system. The
search results can be viewed in tabular form
as well as in graphical charts and timecharts.

Search * Quick Overview

Fig. 5:

Q SEARCH

] REPORT ® INCIDENT & SETTINGS

Applications

\r

Import applications containing knowledge
base information as seen below:

* Normalization
Package

® Search Package

* Dashbboard Package
* Label Package

* Report Package * Plugins
Applications
Users and Groups }'

Create users and groups:

® Setup permissions based on permission
groups

* Assign permission groups to user groups
* Add users to the user groups

Permission Groups ¢ User Groups # Users

Dashboards

‘When you import applications, they can
contain dashboard packages. You can import
these dashboards from the dashboard list. You
create your own dashboards by clicking the +
tab next to the Quick Start tab

e

Dashboards ® Quick Overview

08:45:47

Repos

Create repositories with defined retention
policies, where logs are stored.

It is possible to have more than one place to
store the logs.

Repos

My Preferences

Configure the following settings:

= Change your
password

* Log fetching
® Date time display format

- Lntg fields to be shown on the search
results

* Time zone
* Notification

My Preferences

Reports

Use reports templates to schedule and create
ad-hee reports in the following formats:

= PDF * HTML
= XLS * DocX
Reports

User Logged In with ADFS Authentication

& adfs_bob ~

Note: Once you log in with the ADFS Authentication, you get signed into LogPoint for

a period of session time. You can define the session time in the ADFS server.

14



CHAPTER
FIVE

MANAGING ADFS USERS

LogPoint users with sufficient privileges can manage ADFS users.

Follow these steps to manage ADFS users:

1. Go to Settings >> System >> User Accounts.

2. Click Users.

3. In the Plugin Users drop-down menu, click AD FS Authentication.

\Q LOGPOINT @ DASHBOARD Q SEARCH ] REPORT ©® INCIDENT £ SETTINGS <] & admin -
Users
ADD MANAGE DE-ACTIVATED USERS PLUGIN USERS w MORE w  OSELECTED  Search
AD FS Authentication
S.N.  Username Name User Group Last Login Actions
LDAP Authentication
1 admin Admin Admin admin@logpoint.local LogPoint Administrator 2018/06/04 08:30:06
Page 1 of 1 (&5 Displaying 1-10f 1 Pagesize:r 25 =~
USER ACCOUNTS CONFIGURATION KNOWLEDGE BASE SYSTEM USERS -

Fig. 1: Plugin Users

AD FS AUTHENTICATIOMN USERS

ﬁ MANAGE DE-ACTIVATED USERS MCRE 0 SELECTED Search
SMN.  Username Name Email Last Login Actions
1 adfs_bob adfs_bob 2018/06/11 07:53:36 vy

De-Activate User

Page 1 af 1 C Displaying1-10f1  Pagesize: 25

Fig. 2: De-Activate ADFS Users
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4. Click the De-Activate User icon in the Actions column to deactivate a user.

5. Click Yes.

6. Click Manage De-Activated Users.

AD FS AUTHENTICATION USERS

‘

£# MANAGE DE-ACTIVATED USERS MORE OSELECTED  Search
S.N.T Username Name Email Last Login Actions
No items to display
Page 0 of 0 C No data to display ~ Page size: 25 -

Fig. 3: Manage De-Activated ADFS Users

7. Click the Activate User icon to activate or the Delete icon to delete the deactivated
user.

DEACTIVATED USERS

MORE 0 SELECTED

S.M.  Usemame Mame Email Last Login Actions
l 1 adfs_bob adfs_bob 2018/06/11 07:53:36 Qe
Activate User
Page 1 of 1 C Displaying 1-10f1  Page size: 25

Fig. 4: Activate the De-Activated ADFS User

DEACTIVATED USERS

MORE 0 SELECTED

S.M. Username Mame Email Last Login Actions
] 1 adfs_bob adfs_bob 2018/06/11 07:53:36 @%ﬂ
Delete
Page 1 of 1 C Displaying 1-1of 1 Page size: 25 w

Fig. 5: Delete the De-Activated ADFS User




CHAPTER
SIX

UNINSTALLING THE APPLICATION

6.1 Uninstalling the ADFS Authentication Application in
LogPoint

1. Go to Settings >> System >> Applications.

2. Click the Uninstall (i7) icon from the Actions column.

\Q LOGPOINT @ DASHBOARD Q SEARCH @) REPORT @ INCIDENT & SETTINGS

LogPoint Applications

Page 1 of 1 o Displaying 1-10f 1 Pagesize: 25

USER ACCOUNTS CONFIGURATION KNOWLEDGE BASE SYSTEM LOGPOINT APPLICATIONS .

Fig. 1: Uninstall ADFS Authentication

17



CHAPTER
SEVEN

APPENDIX

The following section guides you through the process of installing and configuring the
Duo Security in the ADFS server.

7.1 Installing the Duo Security in the ADFS Server

1. Launch the Duo AD FS installer package provided by Duo Security in the ADFS
server.

18
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Welcome to the Duo AD FS
MFA Adapter Setup Wizard

The Setup Wizard will install Duo AD F5 MFA Adapter on your
computer. Click Mext” to continue or "Cancel” to exit the

Setup Wizard.

Multifactor
Security

Fig. 1: Duo AD FS MFA Adapter Setup

2. Click Next.

7.1.

Installing the Duo Security in the ADFS Server

19
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Duo Security Account Details -
Please enter the keys and hostname provided by Duo Security. -'Ie

Integration key:

< Back Next = Cancel

Fig. 2: Duo Security Account Details

. Enter the Integration key.

Enter the Secret key.

Enter the APl hostname.

Note: Refertothe Appendix section of the Duo Security Guide to retrieve
the Integration key, the Secret key, and the APl hostname.

Select Bypass Duo authentication when offline to enable login when the Duo
Security is offline.

Click Next.

7.1.

Installing the Duo Security in the ADFS Server 20
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Duo Security Session Key -
Configure your Duo Security session key -'I=

Select whether to enter an existing session key or to generate a new one. If this server
is part of a farm, all of the servers in the farm should have the Duo integration installed,
and all of these installations must share a session key.

Session key:

() Enter shared session key:

(®) Generate new session key

< Back MNext > Cancel

Fig. 3: Generating New Duo Security Session Key

8. Select Generate new session key.

9. Click Next.

7.1. Installing the Duo Security in the ADFS Server 21
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Ready to Install B
The Setup Wizard is ready to install Duo AD FS MFA Adapter -'Ie

[ tion. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.

< Back Install Cancel

Fig. 4: Installing Duo AD FS MFA Adapter

10. Click Install.

7.1. Installing the Duo Security in the ADFS Server 22
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Completing the Duo AD FS
MFA Adapter Setup Wizard

Click the "Finish” button to exit the Setup Wizard.

Multifactor
Security l

< Back Finish | Cancel

Fig. 5: Completing the Duo AD FS MFA Adapter Setup Wizard
11. Click Finish.

7.2 Selecting Duo Security in the ADFS Server

1. Go to the AD FS Server >> AD FS >> Authentication Policies.

2. Click Edit Global Multi-factor Authentication.

7.2. Selecting Duo Security in the ADFS Server

23
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o File Action View Window Help

[-]e
= 2@ B
= s T -~
p [ Service
b ) Trust Relationships Auﬁanucauon Policies Overview

b | ) Authentication Policies Edit Global Primary Authentication...

*You can configure primary authentication and muttifacter authentication settings globally or per relying party trust 15 |Edit Global Multi-factor Authenticatio...l

Leam More View
Configuring Authentication Policies Mew Window from Here
AD FS Help
G Refresh
. - 4 Help
Primary Authentication L

Wmumdfudummlomwcmm”mﬁlum You can use
options below to configure global and custom primary authentication settings.

Global Settings
Authertication Methods  Extranet Forms Authentication Edit
Intranet Windows Authentication
Device Authentication Not enabled
Custom Settings
Per Relying Party Manage (=

Fig. 6: Authentication Policies

7.2. Selecting Duo Security in the ADFS Server 24



ADFS Authentication Documentation, Release release/5.0.0

Primary Multifactor

Configure multifactor authentication (MFA) settings.

Users/Groups
MFA is required for the following users and groups:
ADFS\Administrator Add...

Remaove

Devices

MFA is required for the following devices:

Unregistered devices

Registered devices

Locations

MFA is required when accessing applications from the following locations:
Extranet

[+] Intranet

Select additional authentication methods. You must select at least one of the following methods
to enable MFA:

|| Centificate Authentication
E Duo Authentication for AD FS 1.2.0.17

What is multifactor authertication?

—_— oK Cancel Apply

Fig. 7: Edit Global Authentication Policy Panel

7.2. Selecting Duo Security in the ADFS Server 25
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3. Select Duo Authentication for AD FS 1.2.0.17.
4. Click OK.

7.2. Selecting Duo Security in the ADFS Server 26
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