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CHAPTER
ONE

OAUTHAUTHENTICATION APPLICATION

The OAuthAuthentication application enables you to log into LogPoint using OAuth 2.0.
The application uses authorization tokens to allow authenticated access to servers and

applications.




CHAPTER
TWO

INSTALLING THE APPLICATION

2.1 Prerequisite

LogPoint v6.7.0 or later

2.2 Installing the OAuthAuthentication Application in
LogPoint

1. Go to Settings >> System >> Applications.
2. Click Import.

3. Browse for the location of the downloaded OAuthAuthentication_5.0.0.pak file.

4. Click Upload.

2.3 Verifying the Installation

1. Go to the LogPoint Login page.

2. Click Other Authentication Options. The panel includes the OAuth Authentication
login option.
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LOGIN OPTIONS

LogPoint Authentication

LDAP Authentication

OAuth Authentication

Fig. 1: OAuth Authentication Login Option

2.3. Verifying the Installation



CHAPTER
THREE

CONFIGURING THE APPLICATION

3.1 Configuring the OAuthAuthentication

1. Go to Settings >> System >> Plugins.

2. Find OAuth Authentication 5.0.0 and click Manage.

Q LOGPOINT SEARCH @) REPORT © INCIDENT © SETTINGS
Plugins
INSTALLED PLUGINS OAuth
’ OAuth Authentication 5.0.0 Authentication e 4 m
Page 1 ofta » B» o Displaying 1 -250f 336 Pagesize: 25 v

PLUGINS

CONFIGURATION KNOWLEDGE BASE

Fig. 1: Managing OAuth Authentication

3. Click Add Server.

OAUTH AUTHENTICATION MANAGEMENT [x]

o ADD SERVER ¢ DEFAULT SETTINGS

[ ] S.N. Server Name Authorization Endpoint Token Endpoint Actions

Page 0 of 0 ] No data to display Page size: 25 «

Fig. 2: Adding an OAuth Server
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OAUTH SERVER INFORMATION (]

OAUTH SERVER

Server Name

AzureServer

Client Id

Client Secret

00000000000 RRRRORRRARRRRRS

Authorization Endpoint

https://login.microsoftonline.com/ ‘oauth2/v2.0/authorize

Token Endpoint

https://login.microsoftonline.com/ ‘oauth2/v2.0/token

User Info Endpoint

https://graph.microsoft.com/oidc/userinfo

Redirect URL
https://192.168.2.3/pluggables/Authentication/OAuthAuthentication/login

Role Field

Fig. 3: OAuth Server Information Panel

4. Enter a unique Server Name for the authorization server.

5. Enter the Client Id. It is the application ID provided by the authorization server to

the registered clients.

6. Enter the Client Secret. It is a secret password created for the application.

7. Enter the Authorization Endpoint of the server.

8. Enter the Token Endpoint of the server.

3.1.

Configuring the OAuthAuthentication 5
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11.
12.
13.

14.

15.
16.

Enter the User Info Endpoint of the server.

. Enter the Redirect URL. It is the LogPoint URL where the authorization server

redirects after verifying the access token and users information.
Enter the Role Field. It is used to extract roles from the OAuth response.
Click Save.

Select a LogPoint user group as the Default Role. The application assigns the
default user group to the OAuth users whose role are not mapped in the Mapping
Roles section.

Click Save. You can change the default settings from the Configuring Default
Settings section.

Click Save.

Click Yes to select OAuth Authentication as the default authentication. Otherwise,
click No.

CONFIRMATION o

Do you want to make OAuth Authentication as Default Authentication?

Fig. 4: OAuth Confirmation Panel

Note: Once you add an OAuth server, the OAuth Authentication Management panel
removes the Add Server option and includes the Roles Mapping option.

3.1.1 Configuring Default Settings

1.

Click Default Settings in the OAuth Authentication Management panel.

3.1.

Configuring the OAuthAuthentication 6
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OAUTH AUTHENTICATION MANAGEMENT (<)

# DEFAULT SETTINGS # ROLE MAPPING

[] S.N.| Server Name Authorization Endpoint Token Endpoint Actions
O 1 AzureServer https://login.microsoftonline.com/e86f4c2e-cb7f-48a6-  https://login.microsoftonline.com/e86f4c2e-cb7f-48a6- W
8295-30ebee2c0abf/oauth2/v2.0/authorize 8295-30ebee2cOabf/oauth2/v2.0/token
Page 1 of 1 ] Displaying 1 -10f 1 Pagesize: 25 w

Fig. 5: OAuth Authentication Management Panel

2. Select a LogPoint user group as the Default Role.

DEFAULT SETTINGS

DEFAULT SETTINGS

Default Role: User Account Administrator v

Save Cancel

Fig. 6: Default Settings Panel

3. Click Save.

3.1.2 Mapping Roles

You can map an OAuth role to a LogPoint user group to define access permission in
LogPoint.

Follow these steps to map an OAuth role to a LogPoint user group:

1. Click Roles Mapping in the OAuth Authentication Management panel.
2. Enter an OAuth Role.

3. Select a LogPoint User Group to assign to the OAuth role.

3.1. Configuring the OAuthAuthentication 7
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ROLE MAP STRATEGIES (x]

MAPPING INFORMATION

OAuth Role: Admin

LogPoint User Group: User Account Administrator v
— B

S.N.  OAuth Role LogPoint User Group Actions

Fig. 7: OAuth Role Mapping

4. Click Add.

ROLE MAP STRATEGIES (]

MAPPING INFORMATION

OAuth Role:

LogPoint User Group:

v
S.N.  OAuth Role LogPoint User Group Actions
1 Admin User Account Administrator A

Fig. 8: OAuth Role Mapping Added

3.1. Configuring the OAuthAuthentication 8
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Note: You can map an OAuth role to one LogPoint user group only.

3.1. Configuring the OAuthAuthentication 9



CHAPTER
FOUR

LOGIN WITH OAUTHAUTHENTICATION

4.1 Logging in using OAuthAuthentication in LogPoint

If you have selected OAuth Authentication as the default authentication, LogPoint
redirects you to the login page of the authorization server. You can log into LogPoint
using the authorization server credentials.

Otherwise, LogPoint opens the default login page of LogPoint Authentication. Follow
these steps to log into LogPoint using OAuth Authentication:

1. Click Other Authentication Options.

10
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\ LOGPOINT

Forgot password?

LOGIN

Fig. 1: Other Authentication Options

2. Select OAuth Authentication.
3. Log into LogPoint using the authorization server credentials.

Once you log in with the authorization server credentials, LogPoint adds
“oauth_" as a prefix to your username. For example, if you log in as “bob”
with the OAuth Authentication option, LogPoint updates your username to
"oauth_bob".

4.1. Logging in using OAuthAuthentication in LogPoint 11
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QUICK START

Lo

\Q LOGPOINT

@ DASHBOARD Q SEARCH

System Settings

Configure the following settings:

« LogPoint Name « IP Address
« DNS « SMTP
« NTP « SNMP

Settings

Devices and Device Groups

Configure the following for the devices:

* Collectors
* Device Groups

* Log Parsers
* Fetchers

Parsers ¢ Device Groups * Devices

Search

Search after logs or tables in the system. The search results
can be viewed in tabular form as well as in graphical charts
and timecharts.

Search ® Quick Overview

) REPORT

© INCIDENT & SETTINGS

Applications
Import applications containing knowledge base
information as seen below:

* Normalization Package ~ * Dashboard Package
« Search Package * Label Package
« Report Package « Plugins

Applications

Users and Groups

Create users and groups:

* Setup permissions based on permission groups
« Assign permission groups to user groups
* Add users to the user groups

Permission Groups ® User Groups ® Users

Dashboards

When you import apy they can contain
packages. You can import these dashboards from the
dashboard ist. You create your own dashboards by clicking
the + tab next to the Quick Start tab

Dashboards ¢ Quick Overview

06:10:04 & oauth_bob ~

Repos

Create repositories with defined retention policies, where
logs are stored.

It is possible to have more than one place to store the
logs.

Repos

My Preferences

Configure the following settings:

* Time zone

o Change your password
* Notification

* Log fetching

o Date time display format
* Log fields to be shown on the search results

My Preferences

Reports

Use reports templates to schedule and create ad-hoc
reports in the following formats:

* PDF * HTML
* XLS * DocX
Reports

Fig. 2: User logged in with OAuth Authentication

4.1. Logging in using OAuthAuthentication in LogPoint
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CHAPTER
FIVE

MANAGE OAUTHAUTHENTICATION USERS

5.1 Managing OAuthAuthentication Users

LogPoint users with sufficient privileges can manage OAuth users.

Follow these steps to manage OAuth users:

1. Go to Settings >> User Accounts.
2. Click Users.

3. In the Plugin Users drop-down menu, click OAuth Authentication. The panel
enlists all the OAuth users who have logged into LogPoint.

\Q LOGPOINT @ DASHBOARD Q SEARCH @ REPORT @ INCIDENT & SETTINGS

Users

OAuth Authentication ) )
S.N.  Username Name User Group Last Login Actions
LDAP Authentication

1 admin Admin Admin admin@logpoint.local LogPoint Administrator 2019/06/27 07:49:35

Displaying1-10f 1 Pagesize: 25

Q

USER ACCOUNTS CONFIGURATION KNOWLEDGE BASE SYSTEM USERS ~

Fig. 1: Plugin Users

4. Click the De-Activate User icon in the Actions column to deactivate a user.

13
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OAUTH AUTHENTICATION USERS

‘

# MANAGE DE-ACTIVATED USERS MORE 0 SELECTED search

[] S.N. Username Name Email Last Login Actions

0 1 oauth_bob oauth_bob 2019/06/27 07:28:27 —>v
Page 1 of 1 > Displaying1-10of 1 Pagesize: 25 w

Fig. 2: Deactivating OAuth Users

5. Click Yes.
6. Click Manage De-Activated Users.

7. Click the Activate User or Delete icon to activate or delete the deactivated user
respectively.

DEACTIVATED USERS

‘

MORE ¥ 0 SELECTED

[]  S.N. Username Name Email Last Login Actions
O 1 oauth_bob oauth_bob 2019/06/27 07:28:27 Qu e
Page 1 of 1 = Displaying 1-10f 1 Pagesize: 25 w

Fig. 3: Activating the Deactivated OAuth User

DEACTIVATED USERS

‘

MORE w 0 SELECTED

[]  S.NN. Username Name Email Last Login Actions
O 1 oauth_bob oauth_bob 2019/06/27 07:28:27 Que
Page 1 of 1 = Displaying 1-10f 1 Pagesize: 25 =

Fig. 4: Deleting the Deactivated OAuth User

5.1. Managing OAuthAuthentication Users 14



CHAPTER
SIX

UNINSTALLING THE APPLICATION

6.1 Uninstalling the OAuthAuthentication Application in
LogPoint

1. Go to Settings >> System >> Applications.

2. Click the Uninstall (77) icon from the Actions column.

\Q LOGPOINT @ DASHBOARD Q SEARCH ) REPORT © INCIDENT & SETTINGS

LogPoint Applications

USER ACCOUNTS CONFIGURATION KNOWLEDGE BASE SYSTEM LOGPOINT APPLICATIONS £

Fig. 1: Uninstalling OAuth Authentication

Note: You must remove the OAuthAuthentication configuration to delete the
application.

15
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