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CHAPTER
ONE

RECORDED FUTURE

Recorded Future enriches incoming logs with the threat information fetched from
Recorded Future. You can use the enriched data in dashboards, reports and alerts to
monitor and track threats. Recorded Future is also a threat intelligence source in Threat
Intelligence. The Threat Intelligence process command can further enrich Recorded
Future logs.

It fetches threat information of the following entities:
¢ |P Address
e URL
* Domain

e Hash

Vulnerability

Recorded Future summarizes all the fetched and enriched data of the given entities in
an Intelligence Card.




CHAPTER
TWO

INSTALLING RECORDED FUTURE

Prerequisite

e LogPoint v6.12.2 or later

* Threat Intelligence v5.0.0 or later

To install Recorded Future:

1. Download the .pak file from the Download section in Release Notes.

2. Go to Settings >> System Settings from the navigation bar and click Applications.
3. Click Import.

4. Browse to the downloaded .pak file.

5. Click Upload.

After installing Recorded Future, you can find it in Settings >> Configurations and in
Threat Intelligence Management panel.



https://servicedesk.logpoint.com/hc/en-us/articles/360002657417-Recorded-Future

CHAPTER
THREE

UNINSTALLING RECORDED FUTURE

You must first remove Recorded Future configurations from Logpoint and then uninstall
it.

To remove Recorded Future configurations:

1. Go to Settings >> Configuration from the navigation bar and click Recorded
Future.

2. Click Settings.

3. Disable Enable Source and click Submit.
To uninstall Recorded Future:

1. Go to Settings >> System Settings from the navigation bar and click Applications.

2. Click the Uninstall (i7) icon in Actions of Recorded Future.




CHAPTER
FOUR

CONFIGURING RECORDED FUTURE

Go to Settings >> Configuration from the navigation bar and click Recorded Future.

4.1 General Information

You can find an overview of the fetched information from Recorded Future in General
Information. It displays the total number of logs enriched in Total Records. It also
displays details of risk lists found in the fetched information. Arisk list is a list of entities
that have been identified as posing a potential risk to an organization. These entities
may be associated with known security threats, vulnerabilities or malicious activity.

The following information is displayed on the risk list:

Column Description

Name Name of the entity risk lists.

Type Type of entity.

Last Successful Fetch | Date and time on which the data was last fetched.

Status Status if the data is fetched. It can be Fetching, Completed
or Error.

Number of Records Total number of data fetched of the entity type.

\Q LOGPOINT @ DASHBOARD Q SEARCH ) REPORT © INCIDENT @ SETTINGS 04:58:57 & admin v

Recorded Future

Total Records: 293522
Settings »

Drill Forward Settings » S.N.  Name Type

IP Risklist P 2019-07-10 04:00:37 Completed 35091

Last Successful Fetch Status Number of Records

1

2 Domain Risklist Domain 2019-07-10 03:01:12 Completed 14845
3 URL Risklist URL 2019-07-10 03:01:12 Completed 100000
4 Hash Risklist Hash 2019-07-09 11:02:25 Completed 100000
5 Vulnerability Risklist Vulnerability 2019-07-09 11:02:25 Completed 43586

USER ACCOUNTS CONFIGURATION KNOWLEDGE BASE SYSTEM RECORDED FUTURE &S

Fig. 1: General Information
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All the risk lists are updated according to a particular interval and use API credits as
mentioned below:

Risk List Update Interval Total API Credits per day
IP Address Every one hour 120 credits

Domain Every two hours 60 credits

URL Every two hours 60 credits

Hash Once a day 5 credits

Vulnerability Once a day 5 credits

Your total API credit is 250 per day if you select all the entities.

4.2 Settings

You can configure Recorded Future from Settings.

1.

Go to Settings >> Configuration from the navigation bar and click Recorded
Future.

. Select Settings.
. Enable Source to activate the Recorded Future threat intelligence source.

. Enter the Recorded Future API Key.

Note: To obtain the Recorded Future APl Key:

1. Log in to the Recorded Future Portal.
2. Click the menu in the upper right and click User Settings.

3. Select APl Access in User Settings dropdown and click Generate New
API Token.

. Select the required Entities. Recorded Future fetches and stores data of the

selected entities only.

. Enable Proxy to connect to Recorded Future via a proxy server.

. In Proxy Configuration:

7.1. Enter the IP address and the Port number of the proxy server.
7.2. Select the HTTP or HTTPS protocol as required.

. Click Submit.

4.2.

Settings 5


https://app.recordedfuture.com
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\Q LOGPOINT @ DASHBOARD Q SEARCH ) REPORT © INCIDENT @ SETTINGS 04:50:55 & admin ~
Recorded Future
Genera | Information » ]
[;|-Recorded Future
 secrs |
Drill Forward Settings » Enable Source
APl Key:
Entities: IP Address. URL Domain Hash Vulnerability
Enable Proxy
Proxy Configuration:
1P/Port: 192.168.2.65 80
Protocol: ® HTTP HTTPS
USER ACCOUNTS CONFIGURATION KNOWLEDGE BASE SYSTEM RECORDED FUTURE 2

Fig. 2: Configuring Recorded Future

Note: The data fetched from Recorded Future is stored in the Threat Intelligence
database. You must use the Threat Intelligence enrichment source while creating an
enrichment policy for Recorded Future.

4.3 Drill Forward Settings

After Recorded Future enriches the incoming logs, you can further drill forward on their
fields to access an Intelligence Card. This intelligence card summarizes all the threat
information in the log. You can configure settings for the drill forward in Drill Forward
Settings.

To configure the drill forward settings:

-_—

. Go to Settings >> Configuration from the navigation bar and click Recorded
Future.

Click Drill Forward Settings.
Select Enable Drill Forward.

Select the Type of the field from the drop-down.

o & W N

Enter the LogPoint Taxonomy Field to map it with the Recorded Future entity
type.

Click Add.

o

7. Click Submit.

o

4.3. Drill Forward Settings
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Q LOGPOINT @ DASHBOARD Q SEARCH ) REPORT @ INCIDENT @ SETTINGS

Recorded Future

General Information »
Enable Drill Forward
Settings »
1 ADD NEW KEY VALUE
LogPaint Taxonomy Field threat_category
&)
SN.  LogPoint Taxonomy Field Type Actions
1 source_address IP Address
2 destination_address IP Address &
3 ip_address IP Address i
4 device_ip IP Address T}
5 host_address IP Address i
4 hash Hash &
7 hash_sha256 Hash 1
8  hash_shal Hash o}
9 domain Domain 1
10wl URL ]
11 threat Vulnerability
USER ACCOUNTS CONFIGURATION KNOWLEDGE BASE SYSTEM RECORDED FUTURE ~

Fig. 3: Enabling Drill Forward

Recorded Future maps the following fields by default:

LogPoint Taxonomy Field Recorded Future Entity Type
source_address IP Address
destination_address IP Address
ip_address IP Address
device_ip IP Address
host_address IP Address
hash Hash
hash_sha256 Hash
hash_sha1 Hash
domain Domain

url URL

threat Vulnerability

4.3. Drill Forward Settings 7



CHAPTER
FIVE

INTELLIGENCE CARD

You can find the summary of the threat information fetched, enriched and analyzed by
Recorded Future on the selected entity in Intelligence Card.

There are Intelligence Cards for the following entity types:

e |P Address
e URL

® Domain

* Hash

* Vulnerability

To access an intelligence card:

1. Search for the enriched logs.

\Q LOGPOINT @ DASHBOARD Q SEARCH ) REPORT © INCIDENT & SETTINGS

Fol_type=syslog | process ti (ip_address)

2019/07/24 09:24:21
log_ts=2019/07/24 09:24:21 v | device_ip=110.44.116.43~ | device_name=202_166_207_173~  col_type=syslog™ | repo_na R dedFutur category=Current C&C Server~ = col_ts=2019/07/24 09:24:21~ | collected_at=LogPoint
end_ts=2019/07/10 04:00:19 p_address=159.89.143.217 v  logpoint_name=LogPoint~ rf_category=Current C&C Server | rf_end_ts=2019/07/10 04:00:19  rf_ip_address=159.89.143.217 ' rf_score=99 rf_start_ts=2019/07/10

04:00:19 | rf_threat_source=rf | f_type=ip | score=99 | start_ts=2019/07/10 04:00:19 | threat_source=rf-  type=ip
159.89.143.217

splai4 Bupsaseiul @

1 of 1 pages > Displaying 1-10f 1 logs ) Display maximum: 25 w  logs per page

Fig. 1: Search Tab

2. Click the drop-down of the previously mapped field from Drill Forward Settings.
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\Q LOGPOINT @ DASHBOARD SEARC @) REPORT ©® INCIDENT © SETTINGS

All w LAST 8 HOURS w

@ Found 1 logs © AddSearchTo ¥ o More ¥  Logs

2019/07/24 09:24:21

log_ts=2019/07/24 09:24:21 ~ | device_ip=110.44.116.43 v  davice_name=202_166_207_173+ col log~ | repo. Ry dedFi v category=Current C&C Server~  col_ts=2019/07/24 09:24:21~  collected_at=LogPoint
gPoint -~ | rf_category=Current C&C Server | rf_end_ts=2019/07/10 04:00:19 = rf_ip_address=159.89.143.217 | rf_score=99  rf_start_ts=2019/07/10

159.89.143.217 Top 10 ip_address ( for this search | for whole database )

spield Bupsaiau) @

Time trend for ip_address ( for this search | for whole database )
Time trend for ip_address=159.89.143.217 ( for this search | for whole database )
Exclu 89.143.217
Enrichment Source: threat_intelligence
Participated Fields: msg
Recorded Future Drill Forward 159.89.143.217
159.89.143.217

DNS of 159.89.143.217

Add this field to interesting fields

Hide this field

Fig. 2: Recorded Future Drill Forward

3. Click Recorded Future Drill Forward.

Note: Each drill forward uses 1 API credit.

Recorded Future redirects you to the Intelligence Card.

\Q LOGPOINT Q SEARCH ) REPORT © INCIDENT © SETTINGS

Recorded Future

Intelligence Card OVERVIEW THREAT LISTS RECENT REFERENCES SHODAN
General Information »
Overview - IP 176.32.194.247 Back to Search l I “I§|-Recorded Future
Settings »
Drill Forward Settings »
97 of 100 6 of 52 Very Malicious Jul 2, 2019 Jul 20, 2019 AS197834 Armenia
° Risk Rules observed Criticality Label First Reference Latest Reference ASN Country

Triggered Risk Rules

Current C&C Server » 1 sighting on 1 source

RAT Controller - Shodan / Recorded Future. Threat listed on Jul 12, 2019.

Actively Communicating C&C Server « 1 sighting on 1 source

Recorded Future Network Traffic Analysis. Identified as C&C server for 1 malware family: Nanocore RAT Trojan. Communication observed on TCP:54984. Last observed on Jul 21, 2019.

USER ACCOUNTS CONFIGURATION KNOWLEDGE BASE SYSTEM

Fig. 3: Intelligence Card

5.1 Overview

You can find the risk information summary, including the Recorded Future risk score and
triggered risk rules of the selected entity in Overview. Risk score is a numerical value

5.1. Overview 9
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that represents the level of risk associated with the entity. Triggered Risk Rules are a
set of automated alerts for specific types of security risks that are customized to look
for risks across multiple data sources.

You can click Back to Search to redirect you to the search results page and Recorded
Future to the Recorded Future’s Intelligence card.

\Q LOGPOINT @ DASHBOARD Q SEARCH &) REPORT ® INCIDENT & SETTINGS

Recorded Future

OVERVIEW THREAT LISTS RECENT REFERENCES

General Information »
Overview - IP 176.32.194.247 —> Back to Search l | “Ij|-Recorded Future

Settings »
Drill Forward Settings »

m 6 of 52 Very Malicious Jul 2, 2019 Jul 20, 2019 AS197834 Armenia

0 Risk Rules observed Criticality Label First Referance Latest Reference ASN Country

Triggered Risk Rules

Current C&C Server # 1 sighting on 1 source

RAT Controller - Shodan / Recorded Future. Threat listed on Jul 12, 2019,

USER ACCOUNTS CONFIGURATION KNOWLEDGE BASE SYSTEM RECORDED FUTURE L

Fig. 4: Back to Search

Recorded Future generates the risk score by analyzing the level of risk on the entity. It
analyzes risks based on its set of risk rules and threat lists. Each risk rule has a criticality,
a criticality label and a risk score. The risk rule is color-coded by the criticality of the
threat. The gauze chart is used to display the risk score of the entity.

Criticality Label Criticality Risk Scores Color

Very Malicious 4 90-99 Red
Malicious 3 65-89 Red
Suspicious 2 25-64 Bright Yellow
Unusual 1 5-24 Light Gray
No current | O 0 Light Gray
evidence of risk

You can find the number of triggered risk rules and their severity level in Risk Rules
observed and Criticality Label. The date when the risk rule was first triggered
is displayed in First Reference, and the date it was last triggered is displayed in
Latest Reference. You can also find the autonomous system numbers (ASN) and the
country where the threat is detected. Autonomous System Numbers (ASN) are unique
identifiers of each network on the internet.

5.1. Overview 10
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\Q LOGPOINT @ DASHBOARD Q SEARCH ) REPORT © INCIDENT © SETTINGS

Recorded Future

Intelligence Card OVERVIEW THREAT LISTS RECENT REFERENCES SHODAN

General Information »
Overview - IP 176.32.194.247 Back to Search l | “Iil- Recorded Future
Settings »
Drill Forward Settings »
’ 97 of 100 ‘ 6 of 52 Very Malicious Jul 2, 2019 Jul 20, 2019 AS197834 Armenia
o Risk Rules observed Criticality Label First Reference Latest Reference ASN Country
Triggered Risk Rules
Current C&C Server « 1 sighting on 1 source
RAT Controller - Shodan / Recorded Future. Threat listed on Jul 12, 2019
USER ACCOUNTS CONFIGURATION KNOWLEDGE BASE SYSTEM RECORDED FUTURE A

Fig. 5: Risk Score and Risk-Related Content

Recorded Future has its own set of risk rules that are triggered based on the risk rule
evidence found in different sources. The sources include threat feeds, IP reputation
lists, security research blogs, social media posts, paste sites, underground forums and
malware analysis services. You can find the triggered risk rules and their details under
Triggered Risk Rules.

\Q LOGPOINT @ DASHBOARD Q SEARCH @) REPORT © INCIDENT & SETTINGS

Recorded Future

Intelligence Card Triggered Risk Rules
General Information »
Settings b Current C&C Server + 1 sighting on 1 source
RAT Controller - Shodan / Recorded Future. Threat listed on Jul 12, 2019
Drill Forward Settings »
Actively Communicating C&C Server + 1 sighting on 1 source
Recorded Future Network Traffic Analysis. Identified as C&C server for 1 malware family: Nanocore RAT Trojan. Communication observed on TCP:54984. Last observed on Jul 21, 2019.
Recently Linked to Intrusion Method * 2 sightings on 1 source
ReversingLabs. 2 related intrusion methods: Trojan.Injector, Injector. Most recent link (Jul 17, 2019): https://a1000.reversinglabs.com/accounts/login/?
next=/%3Fq%3Da71{47841daca?7 1bc0af4791f{8151c2bfa3931338ba752047cfa53f6d 1266
USER ACCOUNTS CONFIGURATION KNOWLEDGE BASE SYSTEM RECORDED FUTURE -

Fig. 6: Triggered Risk Rules

5.2 Threat Lists

You can find the threat lists for the selected entity in Threat Lists. It is a collection
of information and analysis about specific cyber threats, such as malware, phishing
campaigns and vulnerabilities.

5.2. Threat Lists 11
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\Q LOGPOINT 8 J @ REPORT © INCIDENT

Recorded Future

Imelllgam Card OVERVIEW THREAT LISTS RECENT REFERENCES SHODAN
General Information »
Threat Lists - IP 181.115.168.69 Back to Search l I “lfRecorded Future
Settings »
Drill Forward Settings »

Abuse.ch: SSL IP Blocklist
The Abush.ch SSL IP Blocklist contains hosts (IP Addresses) recent associated with a malicious SSL certificate. These SSL Blocklist certificates have been linked to Malware or Botnet activities, including

C&C traffic. The threat list entry provides details such as the specific Malware and port.
For more information, see sslbl.abuse.ch/blacklist

Charles B. Haley: SSH Dictionary Attack IPs
Cumulative list of IP addresses observed launching SSH dictionary attacks.

For more information, see: charles.the-haleys.org/ssh_dico_attack_hdeny_format.php

BlockList.de: Failzban Reporting Service

www.BlockList.de is a free and voluntary service provided by a Fraud/Abuse-specialist, whose servers are often attacked on SSH-, Mail-Lagin-, FTP-, Webserver- and other services. This list merges
entries from multiple BlockList.de reported abuse lists, including ssh, mail, apache, imap, ftp, sip, bots, strongips, ircbot, and bruteforcelogin.

For more information, see: www.blecklist.de/en/index.html

Recorded Future Analyst Community Trending Indicators

This list tracks IP Addresses, Domains, and Hashes that have recently been viewed by analysts in multiple organizations across the Recorded Future community.

CONFIGURATION

OWLEDGE BASE RECORDED FU

Fig. 7: Threat Lists

5.3 Recent References

You can find the recent mentions of the selected entity in various sources including but
not limited to News, Blogs, Social Media and Dark Web in Recent References.

\Q LOGPOINT @ DASHBOARD S & REPORT © INCIDENT

Recorded Future

Imslligence Card RECENT REFERENCES

General Information »
Recent References - IP 176.32.194.247 Back to Search l I “lf-Recorded Future
Settings »
Drill Forward Settings » Type: Most Recent
Title: ReversingLabs scan for SHA-256
itle a71f47841daca7? 1bc0af4791H8151c2bfa3931338ba752047cfa5i3f6d 1266
Source: Reversinglabs
Published: 2019.07-17T04:13:19.000Z
Trojan.Injector on 2019-07-19T20:14:39 : TCP Destinations: address: 192.168.2.73 port: 54095 address:
. " 192.168.2.73 port: 62139 address: 192.168.2.73 port: 49164 address: 192.168.2.73 port: 51957 address:
rgment: 192.168.2.73 port: 49159 address: 192.168.2.73 port: 63361 address: 192.168.2.73 port: 49170 address:
8.8.8.8 port: 53 address: 176.32.194.247 port: 54984 address: 192.168.2.73 port: 49166
U hitps://a1000.reversinglabs.com/accounts/login/?
¢ next=/%3Fq%3Da7 1147841daca77 1bc0afd79 118151 c2ba3931338ba752047 cfa5t3f6c 1266
Type: Recent Info Sec
THla: ReversingLabs scan for SHA-256
L:L a71f47841daca?? 1bc0af47911{8151c2bfa3931338ba752047cla5i3f6d 1266
Source: ReversingLabs
Published: 2019-07-17T04:13:19.000Z
Trojan.Injector on 2019-07-19T20:14:39 : TCP Destinations: address: 192.168.2.73 port: 54095 address:
o t‘ 192.168.2.73 port: 62139 address: 192.168.2.73 port: 49164 address: 192.168.2.73 po
ragment: 192.168.2.73 port: 49159 address: 192.168.2.73 port: 63361 address: 192.168.2.73 po
8.8.8.8 port: 53 address: 176.32.194.247 port: 54984 address: 192.168.2.73 port; 49166 .
P htps://a1000.reversinglabs.com/accounts/login/?
: next=/%3Fg%3Da71147841daca77 1bcOafd79 1118151 c2bfa3931338ba752047cla51316d 1266

USER ACCOUNTS CONFIGURATION KNOWLEDGE BASE SYSTEM RECORDED FUTURE

Fig. 8: Recent References

5.3. Recent References 12
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5.4 Shodan

Shodan is a search engine for internet-connected devices that enriches the IP Address
and Vulnerability Intelligence Cards with its fetched data. Shodan enriches the
Vulnerability Intelligence Card with fetched data from the Exploit Database. You can
find the enriched data in Exploits.

Q LOGPOINT @ DASHBOARD Q SEARCH ) REPORT @ INCIDENT

Recorded Future

OVERVIEW RECENT REFERENCES SHODAN

General Information

Shodan - Vulnerability CVE-2012-0507 Back to Search ] ‘ il Recorded Future

Settings »

Drill Forward Settings »
~ Exploits

Source ExploitDB

e 2012-03-30

o

CVE(s) cve-2012-0507, CVE-2012-0507

Description Java - AtomicReferenceArray Type Violation (Metasploit)

Source Metasploit

CVE(s) CVE-2012-0507, cve-2012-0507

Description This module exploits a vulnerability due to the fact that AtomicReferenceArray uses the Unsafe class to store a reference in an array directly, which may violate type
safety if not used properly. This allows a way to escape the JRE sandbox, and load additional classes in order to perform malicious operations.

Fig. 9: Enriched Data for Vulnerability

Shodan enriches the IP Address Intelligence Card with the following data:

e Country

¢ Organization

Operating system

ISP

Last update date

e Autonomous system number (ASN)

Known vulnerabilities
¢ Device use tags

® Ports

5.4. Shodan 13
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You can find the geographic location of the IP address on a map and further enriched
data in General Information, Tags and Ports.

\Q LOGPOINT @ DASHBOARD Q SEARCH ) REPORT © INCIDENT

Recorded Future

Intelligence Card = General Information
General Information 4 P Address: 176.32.194.247
Settings » Country: Armenia
Ye
Diill Forward Settings ) City erevan
Latitude: 40.1811
Longitude: 445136
Organization: Interactive TV LLC
I5P: Interactive TV LLC
Number of Open Ports s
Last Update 2019.07.22
- Tags
i ven
 matware
* Ports
» 53 (DNS-TCP)
» 500 (IKE)

USER ACCOUNTS CONFIGURATION KNOWLEDGE BASE SYSTEM RECORDED FUTURE

Fig. 10: Enriched Data for IP Address

5.4. Shodan 14



	Recorded Future
	Installing Recorded Future
	Uninstalling Recorded Future
	Configuring Recorded Future
	General Information
	Settings
	Drill Forward Settings

	Intelligence Card
	Overview
	Threat Lists
	Recent References
	Shodan


